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THE | NFORMATI ON ENGAGEMENT BAND- Al D

Sticking PSYOP and public affairs together in a bulletized |ist
won't fix what ails the US mlitary’s nedia efforts.

by

Maj or Pat Proctor

As of the witing of this article, the current FM 3-0,
Qper ations, dated June 2001, predates the G obal War on
Terrorism Cbviously, the US Arny has | earned many hard | essons
since then. These lessons are reflected in a yet-to-be-
publ i shed, draft version of FM 3-0. Anobng its changes is a
real i gnnment of information operations’ “core elenents” into

“tasks and capabilities.” Anong the new tasks in this redesigned
construct is “information engagenent.” The capabilities
cl assified under infornmation engagenent are PSYOP, public

affairs, combat camera, and defense support to public diplomacy.?
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This new vision of information operations (shown in Figure 1) is
the cul mnation of a | ong debate about how to inprove the US
mlitary's ability to confront the eneny in the nedia.

Wiile the sentinent is | audable, the solution is suspect.
Putting public affairs and PSYOP together on a chart or
explicitly calling public affairs an information operations (10
capability does not address the underlying problem Public
affairs is the only discipline designed to communicate in the
nmedia and it seeks only to inform not influence, while PSYCP
seeks to influence but cannot effectively use the nedia. This
new Armmy | O construct, even if applied to the entire US
mlitary, cannot cure the US mlitary' s fundanental inability to

fight effectively in the nedia battl espace.

I NFORVATI ON OPERATI ONS: A BRI EF HI STORY

As the US mlitary became increasingly digitized, in the
wake of the tel ecomunications revolution, it began to realize
the grow ng inportance of information in nmaintaining an
asymmetric advantage in situational awareness and agility.
Mlitarizing the enmerging concept of “cyberspace” in the m d-
1990s, the mlitary began to describe the battlefield as two
“environnents,” the physical and the information environnent.
The US Arny’s FM 100-6, Information Operations, was anong the

first official publications to express this concept. Figure 2
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shows this informati on environnent and what the US mlitary
sought to do with it in 1996.

As this concept energed, doctrine-witers acknow edged t hat
t he whol e information environment was not within the capability
of the mlitary to influence. There was a “mlitary information
environnent” consisting of friendly and eneny information
systens. However, it existed inside a |arger “global information

environment,” which contained all neans that “di ssem nate
information to national and international audiences” (including
the nmedia) and was largely “outside the control of the
mlitary.”?

The mlitary force sought to achieve “infornmation
dom nance” in the mlitary information environnment through
“informati on operations.” This manual stated that there were
three conponents to informati on operations: comrand and contro
warfare (C2W, civil affairs, and public affairs. C2Wwas
further segnented into five “elenments”: operations security
(OPSEC), military deception (MLDEC), psychol ogical operations
(PSYOP), electronic warfare (EW, and physical destruction.® From
its inception the focus of information operations was on keeping
the US mlitary’'s informati on safe and di srupting or exploiting
the eneny’ s infornmation.

Over tinme, the idea of information operations becane joint

doctrine. The concept of the information environnment as a
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conmponent of the battlefield remai ned, but doctrine no | onger
made a distinction between a global and mlitary information

envi ronnent. Eventually, there was only one information

envi ronnent, seen in Figure 3. The information environnent
expressed in this new joint doctrine contained “the aggregate of
i ndi vi dual s, organi zations, and systens that coll ect, process,

di ssem nate, or act on information.”* This new doctrine no | onger

acknow edged that portions of the information environnent “are
outside the control of the mlitary or National Command
Authorities.”® In light of this omission, it is not surprising
that, when the US mlitary was chall enged by a new form of
warfare occurring in the nmedia, it forgot the basic assunption
that sonme areas of the information environnment were beyond the
reach of 10

Wil e the scope of the information environnment expanded,
the rest of information operations doctrine becane nore focused
on protecting friendly information and disrupting or exploiting
eneny information. The five “elenents” from CWof 1996 were
el evated to the five “core elenents” of information operations
in joint doctrine: conputer network operations (CNO,
operational security (OPSEC), mlitary deception (M LDEC),
psychol ogi cal operations (PSYOP), and electronic warfare (EW

Cvil affairs (called civil mlitary operations or CMOin joint

doctrine) and public affairs were relegated to “rel ated
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activities,”®

since they did not occur in the mlitary
i nformati on environnent, but in the physical theater of
operations and in the nedia, respectively.

Informati on operations gave the US mlitary the tools it
needed to reliably achieve information dom nance in conventiona
war f are. Bei ng networked, conputerized, and able to “acquire,
use, manage, protect, exploit, and deny” information in the

i nformation environnent’ gave the US nmilitary an asymmetric

advant age on any conventional battlefield.

THE COVMUNI CATI ONS GAP

Enter the G obal War on Terrorism Wthin tw years, the
US mlitary was enbroiled in wars on two battlefields that were
deci dedly not conventional. The civilian and unifornmed
| eadership of the US mlitary began to struggle with howto
prosecute a war being fought largely in the nedia. 1In an op-ed
he wote for the Los Angeles Tines, former Secretary of Defense

Donal d Runsfel d summari zed the problem well:

Qur enem es have skillfully adapted to fighting wars in
today’s nedia age, but for the nost part we--our
governnent, the nedia or our society in general--have

not .
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Consi der that violent extrem sts have established “nedia
rel ati ons commttees” and have proved to be highly
successful at manipul ating opinion elites. They plan and
desi gn their headline-grabbing attacks using every neans
of communication to break the collective will of free

peopl e. 8

He goes on to describe the US governnment’s efforts to win
the war of public opinion as “a five-and-dinme store in an EBay
wor |l d.”?®

The uniforned | eadership of the mlitary i medi ately
realized that the nedia battl espace was a critical front in the
G obal War on Terrorism As Rear Admral Robert Moeller, special
aide to General John Abizaid, put it, “One of the attributes of
[this] warfare is that the nedia [are] the terrain.”!® For the
United States to win the dobal War on Terrorism it needs the
ability to influence the popul ace in each operational area, the
ability to change perceptions in the Muslimworld, and the
ability to “defend” Anerican and Coalition public opinion from
eneny influence. This struggle is occurring primarily in the
media. The US mlitary has naturally |l ooked to IO its primary

i nfluence tool, and the “related activity” of public affairs

(PA), its nmedia conmunication tool, to wage this war
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The marri age of these two disparate disciplines has been
troubled fromthe start. Lieutenant General Metz commanded MNGC I
(Multi-National Corps-lraq) fromMay 2004 to May 2005. He
articulated this problemby saying, “W are not consistently
achi eving synergy and nmass in our strategic comuni cations
(consisting of 10O public affairs, public diplomacy, and
mlitary diplomcy) fromthe strategic to the tactical |evel.”
As a solution, he feels that “comuanders at all echel ons nust,
at present, serve as the bridge across the doctrinal gap between
IO and PA in order to synchronize efforts in the information

domai n.” The problem as he sees it, is a doctrinal “firewall”

bet ween | O and PA. !

SEPARATED AT BI RTH

This firewall is conpletely intentional. A deep cultura
aversion exists in America to the governnent influencing the
peopl e. Anerican governnment censorship and propaganda in Wrld
War |l inspired a body of |aws that codified this aversion. In
1948, Congress passed the Sm th-Mindt Act, which established the
US I nformation Agency (USIA) and the concept of public diplomacy
(promoting the US and its ideals abroad). This act included
provi sions which explicitly prohibited public diplomcy products
frombeing dissemnated in the United States. These prohibitions

were strengthened in the Foreign Relations Act of 1972. The
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Zorinsky Anendnent to this act al so prohibited any federa
fundi ng of governnent efforts to influence the Anerican people. *?
It is this body of laws that created the deep doctrina
separation between PSYOP and public affairs.

Despite these prohibitions, the US mlitary has | ooked to
IO to change world opinion. According to the US Arny’s newy
m nted FM 3-24, Counterinsurgency, “information operations nust
be aggressively enpl oyed,” anong other things, to “obtain |ocal,
regional, and international support for [counterinsurgency]
operations.”?

| O was never intended to influence foreign or donestic
civilian populations (which lie inside the global information
envi ronnment but outside of the mlitary information environnent,
according to FM 100-6).'* OPSEC and EW have no infl uence
conmponent at all. They are focused on protecting information and
attacking or nonitoring comuni cati ons systens, respectively.
M LDEC is designed to influence eneny mlitary decision-nakers,
not civilian popul ations. CNO has conponents that could be used
to conduct “influence operations” on the Internet. However,
because of First Amendnment concerns and the worldw de nature of
the Internet, gaining permssions to use CNOin this way
requires approval at the highest |evels of governnent. This

renders CNO largely ineffective and nuch | ess agile than an

I nt ernet-savvy insurgency. PSYOP was originally conceived to
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i nfluence eneny mlitaries. It is the only core elenent in the
| O arsenal that has the capability to influence popul ati ons.
But, because it was originally intended to target eneny
mlitaries, PSYOP was not designed to use the nedia as a node of
communi cation. The mlitary tool for speaking to Anmerican and
i nternational audi ences through the nedia is the “rel ated
activity” of public affairs.® The PA comunity doesn’t want to
be in the influence business. Joint public affairs doctrine, JP
3-61, Public Affairs, states this sentinent as plainly as it can
be sai d: “propaganda has no place in DOD public affairs
programs. ”® Consider this selection fromthe sane nanual : “PA
capabilities are related to 1O but PAis not an IO discipline
or psychol ogi cal operations (PSYOP) tool.... PA nust be aware of
the practice of PSYOP, but should have no role in planning or

executing these operations.” The manual goes on to describe al
of the other ways in which public affairs should be kept
separate fromthe other “10O disciplines.”!” PA sees itself as
separate froml1 QO

The doctrinal separation between PA and |1 O has devel oped
into a deep cultural and phil osophical division. The
decl assified portions of the Information Operations Roadmap
provide a wi ndow into the thinking of the O community on this

topic: “The likelihood that PSYOP nessages will be replayed to a

much broader audi ence, including the Anerican public, requires
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t hat specific boundaries be established for PSYOP.”'® The
docunent then goes on to |list a nunber of institutiona
separations that should be inposed on infornmation operations to
prevent PSYOP products from seeping into donestic discourse in
an illegal fashion.

The PA community is just as reluctant to integrate. Linda
Robi nson, a correspondent for US News & Wrld Report, had an
i nteresting observation on this topic, based on her
i nvestigation of the Departnent of Defense’'s efforts to create

an i ntegrated nedi a-response system

Anot her conflict arises in the effort to integrate or
coordinate all the information activities under strategic
communi cations directors in the field. This makes public-
affairs officials uneasy. Their preferred solutionis to
do all the integrating at senior levels in the Pentagon,

where tricky policy decisions can be made. *°

In her view, public affairs does not want to interm ngle PA
and 10 activities at the operational |evel because it wll
desynchroni ze nessages fromcivilian and mlitary | eaders at the
strategic |evel

PA sees itself as separate fromlQO 10 sees itself as
separate from PA. And, fromthe very top echelons of the US

mlitary, there is reluctance to synchronize the two at the
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operational level. It is not surprising that the US mlitary is

having so nmuch trouble fighting in the nedia battl espace.

THE | NFORVATI ON ENGAGEMENT BAND- Al D

Cranmm ng PA and PSYOP together under “information
engagenent” is not going to fix the US mlitary’'s inability to
defeat the eneny in the nedia. The US mlitary, by its very
nature as a mlitary in service of a denocracy, is fundanentally
handi capped in its ability to use the nedia as a neans to
I nfluence civilian popul ations, foreign or donestic.

Not surprisingly, tentative attenpts to mx |10 and PA
capabilities have ended in disaster. Media outlets and
politicians decry any US governnent interference with any press,
anywhere in the world. This even extends to using nedia to
I nfluence the popul ace inside an operational area. In 2005, the
Los Angeles Tinmes reported on a secret programrun by the
Lincoln Goup for the US mlitary. The contractor reportedly
enpl oyed Arab linguists to wite articles for Iraqi newspapers
and paid the newspapers to run themw thout attributing the
source to either Lincoln Goup or the US mlitary. Politica
| eaders and the nedia pounced on the allegations. Massachusetts
Senator Edward M Kennedy said that the program “speaks vol unes
about the president’s credibility gap. If Americans were truly

wel comed in Iraq as liberators, we wouldn’t have to doctor the



The I nformati on Engagenent Band- Ai d 12

news for the Iraqi people.”? Lynne Duke’s Washi ngton Post
article on the program had the subheadi ng, “Propaganda? Nah,
Here's the Scoop, Say the Guys Who Planted Stories in Iraq
Papers. 2!

The American people reject the interference of their
governnment in the nedia, any nedia, even inside a war zone. The
design of 10 and PA as separate disciplines with m ni mal
interaction is sinply a synptomof this fundanental problem the
intentional crippling of US mlitary capability. Americans don’t

want their governnent to be good at influencing popul ations,

Anerican or foreign

OVERCOM NG A PERVANENT HANDI CAP

In the absence of an effective capability to engage the
eneny in the nedia, the US mlitary response resenbl es al oof
i ndi fference. Both 10 and PA have defaulted to what they do
best. Information operations imerses itself in the tactical,
trying to sway Iraqgis to support the Coalition and the
Governnent of Irag. Meanwhile, public affairs serves up a steady
di et of Sol di ers opening schools and bringi ng medical supplies
to hospitals. Wien bad things happen, the US mlitary w thholds
comrent while it investigates, ceding precious news cycles to

the eneny, cycles he happily fills with |lies and deceptive
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pictures to erode the legitimacy of the Coalition and the wll
of the Anmerican people.

The US mlitary, by design, has no tools for effectively
conducting nmedia warfare. It has turned to 10 and PA to provide
these tools and found them conpletely i nadequate for this
purpose. Even if these tools were effective in influencing
foreign or donmestic popul ations, as David Galula warns, the

counterinsurgent is always at a di sadvantage to the insurgent.

The insurgent, having no responsibility, is free to use
every trick; if necessary, he can lie, cheat, exaggerate.
He is not obliged to prove; he is judged by what he

prom ses, not by what he does. Consequently, propaganda

is a powerful weapon for him 22

This is not to say that the US mlitary should cede the

nedia to the eneny. The US mlitary nmust find new ways to

| everage its overwhel m ng advantage in mlitary mght to defeat
eneny nedia efforts. The US mlitary nust understand the system
that brings coverage out of the operational area into the nedia
batt| espace, challenge the eneny for control of this system and
achi eve superiority. Stringers, reporters, and regional bureaus
are the manifestation of the nedia in the operational area.

They are al so the conduit by which coverage of events | eaves the

operational area and enters the nedia. This is the “nedia
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systenf that the US mlitary nmust protect fromeneny influence
in order to achi eve dom nance.

The truth invariably favors the United States. Reports
hel d hostage in their fortress-1li ke regi onal bureaus by security
concerns are no nore informed than pundits in Washington. The
US mlitary nust expend conbat power to secure reporters in and
around their bureaus, transport themto the stories they want to
cover, and enbed themliberally. And they should do it all free
of cost to the nedia; noney not spent on logistics is spent
sending nore reporters to the operational area, which al so
favors the US mlitary. Wen bad news breaks, the US mlitary
must be ruthless in finding out the facts and getting themto
the nmedia as quickly as possible, lest the eneny fill the void
with lies.

The US mlitary should stop trying to “out-propaganda” the
eneny. Anerica is only going to defeat the eneny’s nedia
efforts by putting a priority on the nedia commensurate with its
i nportance. That neans expending a significant portion of its
mlitary mght to bring the facts to the Anerican people and the

wor | d.
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